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1	Decision/action requested 
This contribution proposes a conclusion proposal for Key issue#4.1
2	References
 [1]    3GPP TR 33.846 “Study on authentication enhancements in 5G System”.
3	Rationale
There are 4 solutions (#4.1 – #4.4) that address key issue #4.1 on protection of SQN during AKA re-synchronisations. All of them have impact on UDM and USIM.
 It is recommended to resolve this issue in a pragmatic way by enhancing the security for authentication. It is important to address different 3GPP generations. Operators may want to choose which solution to implement in its network for which generation. 
Since for solution 4.1 and 4.2 the USIM impact is not clear i.e. how easy it is for USIM adaptable with this algorithm solution, it is proposed to base final selection on solutions #4.3 and #4.4. 
As practical solution selection it is recommended to use solution #4.4at least for previous releases. By choosing this solution, the probability of mounting an attack can be reduced by big storage assigned for the RAND comparison. Since the solution is not fully secure, for 5G, solution #4.3 is recommended. The clear advantage of this solution over the others is that it does not only address the resynch key issue but also provides means against SUCI replay and SUPI guessing attacks. 
Another clear advantage of this combo is that both have only little impact on USIM and UDM.

It is proposed to add a conclusion for key issue #4.1 accordingly.


4	Detailed proposal

******** START OF CHANGES
[bookmark: _Toc49115265]7	Conclusions
Editor’s Note: This clause contains the agreed conclusions that will form the basis for any normative work.
7.X	Protection of SQN during AKA re-synchronisations
There are 4 solutions (#4.1 – #4.4) that address key issue #4.1 on protection of SQN during AKA re-synchronisations. All of them have impact on UDM and USIM.
 It is recommended to resolve this issue in a pragmatic way by enhancing the security for authentication. It is important to address different 3GPP generations. Operators may want to choose which solution to implement in its network for which generation. 
Since for solution 4.1 and 4.2 the USIM impact is not clear i.e. how easy it is for USIM adaptable with this algorithm solution, it is proposed to base final selection on solutions #4.3 and #4.4. 
As practical solution selection it is recommended to use solution #4.4at least for previous releases. By choosing this solution, the probability of mounting an attack can be reduced by big storage assigned for the RAND comparison. Since the solution is not fully secure, for 5G, solution #4.3 is recommended. The clear advantage of this solution over the others is that it does not only address the resynch key issue but also provides means against SUCI replay and SUPI guessing attacks. 
Another clear advantage of this combo is that both have only little impact on USIM and UDM.
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